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BLOCKCHAIN IN 
THE DIGITAL 
SUPPLY CHAIN 

THOSE WHO H AVE A NOTARIALLY CERTIFIED L AND RE-
GIS TER ENTRY IN THE WES T CAN SLEEP PE ACEFULLY. 
For the end of  the wor ld must already be at  hand in order 
to call  into question the validity  of  such a paper. 

Things are dif ferent  in  many countr ies around the wor ld. 
Because there,  suppor ted by corrupt  author ities ,  large 
landowners and corporations can ensure comprehensive 
expropr iations.  In  case of  doubt ,  an entr y in  the land regis-
ter  has never existed – or  the expropr iator  has always been 
in it .  Blockchain technology could radically  change these 
centur ies-old conditions within a  shor t  time.  The informa-
tion recorded in a  distr ibuted ledger – a  digital ,  decentra- 
lized account  book – cannot  be deleted or  manipulated.  And 
even the most  corrupt  of f ic ial  and the most  brazen landlord 
could not  change that . 



Even the smallest process step and the least important property of 
the objects recorded on the blockchain is unchangeably and indel-
ibly documented, financial transactions are lean, inexpensive and 
fast to implement.

AGE OF E NLIGH T E NME N T

Only, the thing is obviously not as simple as the information gra-
phics of the advertising brochures. Only one in eight IT managers 
today has a clear idea of how their company could use the block-
chain, as a recent IDG survey shows.  Blockchain technology is a 
bit like teenage sex, says Vincent Doumeizel, VP at global auditing 
specialist Lloyd’s Register: “Everybody is talking about it, not many 
are doing it, and those that are, are doing it badly”. It seems that 
the blockchain is much harder to penetrate than other disruptive 
technologies such as AI, 3D printing, or robotics. The technological 
“growth pains” - such as the low speed, the high energy consump-
tion, or the protocol confusion currently still prevailing - are not the 
decisive reason for this. Rather, it is the fact that blockchain-based 
processes are very different from ideas that have shaped our systems 
and process networks for decades. 

CRY P TO CUR R E NCIE S A R E ONLY ONE FACE T 
OF T HE BLOCKCH A IN

So much dynamism makes you dizzy - and skeptical. Yet today 
hardly anyone doubts that the blockchain will be a powerful lever 
for profoundly changing systems and processes, making countless 
business models obsolete and making new ones possible. In par-
ticular, the fact that a blockchain replaces professional trust bro-
kers and ideally systematically excludes any manipulation of - not 
only financial - transactions and any concealment lets the fantasies 
flourish. Virtual currencies such as Bitcoin, Ethereum or Ripple, 
whose value is no longer guaranteed by a central bank, are only one 
facet of this automated trust: their fungibility and quantity are limi- 
ted, their use is problematic in many respects. This is why it is more 
important to focus on where real weights are being moved – in the 
financial and industrial transaction processes.

T ECHNOLOGY FOR T HE IOT AGE

And this is where it gets interesting because the blockchain pro- 
mises maximum protection in a highly networked, automated and 
digitized world. Processes and business models based on the In-
ternet of Things are often based on a large number of very small 
transactions and payment transactions. These can only be designed 
economically if, on the one hand, they are highly automated and, 
on the other hand, guarantee a high level of safety - at minimum 
cost. Blockchain technology is ideally suited for this - through de  
facto non-corruptible sophisticated cryptography, the distribution 
of copies of the “account book” over all participants connected to 
the blockchain, the inalterability of the documented transactions. 

THE 
TRANSFORMATION 
TURBO
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SOME TIME T HE Y ’L L BUIL D A B A NK A ND  
NOBODY W IL L COME

The potential of the blockchain to change established patterns in 
one fell swoop is, of course, dramatic in the industry in the indus-
try and in our daily lives. A few facts may help to understand this. 
By using the blockchain, the infrastructure costs in banking can 
be reduced by 30 percent. The global market volume of this ten-
year-old technology could grow  to over 20 billion dollars in just 
five years. IBM is investing about a quarter of a billion dollars in 
blockchain-based IoT solutions– and is working with Wal-Mart, for 
example, to use blockchain to track the origin of food and organize 
product recalls. In just two seconds, Wal-Mart can determine where 
bad food comes  from. An analogous application for the control of 
retrofits and recalls in the automotive industry is obvious. But the 
outlook is particularly striking in the financial sector: suddenly a 
complex global financial system can be imagined without central 
and commercial banks, without insurers, PayPal and credit card 
companies. You have children? Just don’t let them do an apprentice-
ship as a bank clerk ...   

DISRUP T 
T HE DISRUP TOR

However, the storm is not only affecting the banks by far. The Isra- 
eli software boutique Là Zooz Uber & Co, for example, is attacking 
head-on with its juicy fees by building a blockchain-based, decen-
tralized community platform. And the German start-up Slock.it 
uses the blockchain to develop a global, decentralized platform for 
intelligent locks. Almost incidentally, Slock.it talks about being able 
to fully automate the Airbnb apartments with its solution. Which 
raises the question of the viability of the Airbnb business model. 
Thanks to Blockchain, two of the world’s largest Unicorns could go 
under the wheels even before they have completed their own dis-
ruption work and collected their wages through a successful IPO. 
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THE MOST 
IMPORTANT 
SCENARIOS FOR THE 
SUPPLY CHAIN
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T R ACE A BIL IT Y OF P RODUC T S, P ROCE S SE S
A ND INFOR M ATION
The more complex our products and processes become and the 
higher the share of software in them, the more we depend on ab-
solutely forgery-proof and uninterrupted documentation. The low 
depth and global distribution of value creation require trust mech-
anisms that today can only be made possible with enormous effort 
- if at all. This problem is compounded by the increasing skepticism 
with which both end customers, auditing bodies and government 
authorities are looking at the economy. Here the blockchain can 
help to create lasting trust and to enable a secure, purely fact-based 
and in a positive sense amoral business basis. On a technical level,  
a standardized API can be used to ensure that the sending and rea-
ding of information follows a defined process. In this way, all part-
ners involved in the value-added process can be easily integrated 
and the supervisory authorities can be granted clearly defined data 
access - without the mountain of printed and digital documents 
that exists today.

A S SE T T R ACKING
Similar to the traceability example, asset tracking in the supply 
chain can also be reorganized using blockchain technology. For 
example, machines and systems can be connected directly to the 
blockchain. In this way, machine conditions can be recorded pre-
cisely and without human intervention, version statuses in the 
manufacturing process and product properties can be documented 
completely and in real time. At the same time, the software used in 
the production process can be effectively monitored and managed 
by Smart Contracts. All accesses are securely and completely recor- 
ded in a distributed ledger. Blockchain technology thus also pro-
vides central building blocks for the implementation of the Smart 
Factory concept - especially with regard to security, efficiency and 
autonomy.  

SM A R T CON T R AC T S
Perhaps the most promising application of the blockchain are Smart 
Contracts - software scripts that ultimately run automated if-then 
routines and allow actions to run automatically and not manipu- 
lable when certain parameters are received. The Smart Contract 
concept, already more than twenty years old, is gaining enormous 
importance with the security standards and documentation op-
tions of the blockchain. In the context of the supply chain, smart 
contracts - which control production events, routine transfers of 
ownership, payment transactions, or shipping notifications - can 
trigger a surge in rationalization and automation. In particular, the 
so-called “Ricardian Smart Contracts” can contain all contract and 
order-relevant data and thus ensure a high degree of procedural and 
legal transparency and security. Although many legal aspects of 
smart contracts have not yet been finally clarified, it can be assumed 
that national and international legislators will provide a clear legal 
basis in the coming years. 



P R E - DE FINE D CON T R AC T

A company that produces exhaust systems for various manufacturers wants to start a new production series and 
is looking for a suitable supplier to procure a special component. Once this has been found, a smart contract is 

concluded when the component is ordered.

DIS T RIBU T E D L E DGE R

E X ECU TION & VA LUE T R A NSFE R

SE T T L E ME N T

T RIGGE RING E V E N T S

This smart contract contains milestones that define the flow of the transaction. For example, delivery 
conditions (time, place, quantity, etc.), terms of payment (partial payments for delivery of X products, penalties 

for late delivery) or warranty claims (e.g. subsequent delivery in the event of poor quality) can be regulated.
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The first 30 components were delivered and 
passed the quality test - the in-house ERP system 

sends this information to the Smart Contract.

The remaining 30 components are delivered within 
the deadline, but five components fail the quality 

test - the smart contract complains about the faulty 
components

The latter initiates the previously determined 
payment of more than 50 percent of the order value.

No payment is triggered - Instead, 
an appropriate subsequent delivery  

just in time requested. 
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P ROT EC TION OF IN T E L L EC T UA L CA PITA L 
A ND M A N AGE ME N T OF P ROP E R T Y RIGH T S
The more partners involved in product development worldwide, the 
more complex and confusing the legal situation and the determina-
tion of property rights become. This applies to both physical prod-
ucts and digital Smart Products & Services, whose origin and gene-
sis are harder to determine and prove. The use of new technologies, 
such as 3D printing, also increases the IP risks when products are 
produced worldwide according to predefined digital sketches. Smart 
contracts can clearly regulate not only the financial transaction and 
product specifications, but also the IP and ensure clear manufactu- 
rer identification. Digital fingerprints of virtual and physical pro-
ducts can be securely stored in the blockchain and access to this 
data, including changes and versions, can be clearly documented.

BE YOND T HE H Y P E
On Gartner’s famous hype curve, the blockchain is currently at a 
critical point - namely almost exactly at the dividing line between 
the “peak of inflationary expectations” and the “valley of disillu-
sionment”. This transition is known to be associated with an im-
plosion of expectations – and an incipient, intensive reality test. 
According to Gartner, it will take the blockchain five to ten years to 
develop a broad impact as a productive technology. Of course, even 
the blockchain will not turn the world upside down overnight and 
put established business models in a corner. And some have never 
reached the end of the valley – or are still on the road after ten years. 
But betting on this outcome is perhaps better left to the landlords 
of Latin America.
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CONTRACT CONDITIONS BETWEEN 
THE PARTIES ARE STORED IN THE FORM 

OF A CODE.

CODE IS ENCRYPTED AND SENT TO 
OTHER COMPUTERS OVER A NETWORK 

OF DISTRIBUTED LEDGERS - VISIBLE 
TO EVERYONE.

PREDEFINED EVENTS SUCH AS AN EXPIRY 
DATE OR AN OVERRUN ARE ADDED TO THE 

CONTRACT ACCORDING TO THE 
“IF-THAN-THAT” LOGIC.

STORED CONTRACT REQUIREMENTS 
TRIGGER AN ACTION AS SOON AS THEY 

HAVE BEEN FULFILLED.   

AUTOMATIC BILLING AND 
PAYMENT PROCESS.




