
WELCOME 
TO CRYPTONIA

ROIDIALOG

R
O

I
 

D
I

A
L

O
G

 
E

N
G

L
I

S
H

 
E

D
I

T
I

O
N

 
5

8
_

2
0

1
8

#5
8

M A N A G E M E N T  C O N S U L T A N T S

Manufacturing and logistics in 
the age of blockchain



But this storm is different. He pulls the 
Gales’ house, including girl and dog, from 
the anchorages and carries it away. In the 
classic 1939 film adaptation of the “Wizard 
of Oz”, Dorothy, played by young Judy Gar-
land, looks out the window and sees the 
points of reference of her life swirl past her 
like a panopticon without direction: her 
grandmother in a rocking chair, trees, farm 
animals, neighbors. 

When the house finally lands back on so-
lid ground, Dorothy and Toto step out and 
find themselves in a completely new, strange 
world. That’s when it gets interesting. Be-
cause Dorothy realizes quite quickly that 
she has to act differently in this other world. 
She has a team of multi-layered, contradic-
tory companions around her, proves cou-
rage, situational creativity and leadership 
qualities and manages to set herself a great 
goal and pursue it. Dorothy doesn’t do two 
things in particular as she steps out of her 

house and into the world of Oz – she doesn’t 
try to continue to be the carefree little farm 
girl – and she keeps moving. 

The new country we might enter tomorrow 
is called Cryptonia. It works according to 
rules and laws that radically differ from our 
usual ideas. Blockchain technology is cur-
rently automating trust – in banking, public 
administration, commerce, or law. 

In order to understand how huge the blast-
ing potential of the blockchain is, one 
should consider how the big four – Google, 
Amazon, Facebook and Apple – are threat-
ened by the new technology. According to 
the author and investor Matt Ward, today’s 
avant-garde digital economy will have to 
defend every aspect of its business mo-
dels against attackers from the blockchain 
world. Against concepts that require neither 
the powerful matchmaker platforms nor the 
services financed by advertising and that are 

not suspected of covering the world with  
filter bubbles. 

The contours of change are also beginning 
to emerge in the supply chain. From the 
extraction of raw materials to purchasing, 
logistics and manufacturing, new block-
chain use cases and solutions are being cre-
ated, some of which we would like to show 
you in this issue of ROI DIALOG. Opinions 
differ, however, as to how high and acute 
their potential for disruption in the manu-
facturing industry is. 

But this debate is not very fruitful, because 
in the end nobody knows today how serious 
the changes triggered by the blockchain will 
be. That’s why we should be prepared if an-
other world is waiting outside our factory 
gates after the storm.
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„Toto,  I ‘ve  a  fee l ing  we‘re  not  in  Kan sa s  any more .
We mu st  be  over  the  rainbow.“

WELCOME 
TO 

CRYPTONIA
By Hans-Georg Scheibe, 
Managing Partner
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DOROTHY GALE IS A YOUNG GIRL WHO LIVES WITH HER FAMILY AND DOG 
TOTO ON A REMOTE FARM IN K ANSA S. 
 
A sheltered,  hard-working li fe  that  of fers few surpr ises and is  fair ly  easy to  plan  
ahead.  Until  one day a huge cyclone comes up and hits  the Gales‘  house with full  force. 
T ime and again the population in  Kansas suf fers from these cruel  weather  
phenomena – and has learned to deal  with them. 
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BLOCKCHAIN IN 
THE DIGITAL 
SUPPLY CHAIN 

THOSE WHO H AVE A NOTARIALLY CERTIFIED L AND RE-
GIS TER ENTRY IN THE WES T CAN SLEEP PE ACEFULLY. 
For the end of  the wor ld must already be at  hand in order 
to call  into question the validity  of  such a paper. 

Things are dif ferent  in  many countr ies around the wor ld. 
Because there,  suppor ted by corrupt  author ities ,  large 
landowners and corporations can ensure comprehensive 
expropr iations.  In  case of  doubt ,  an entr y in  the land regis-
ter  has never existed – or  the expropr iator  has always been 
in it .  Blockchain technology could radically  change these 
centur ies-old conditions within a  shor t  time.  The informa-
tion recorded in a  distr ibuted ledger – a  digital ,  decentra- 
lized account  book – cannot  be deleted or  manipulated.  And 
even the most  corrupt  of f ic ial  and the most  brazen landlord 
could not  change that . 



Even the smallest process step and the least important property of 
the objects recorded on the blockchain is unchangeably and indel-
ibly documented, financial transactions are lean, inexpensive and 
fast to implement.

AGE OF E NLIGH T E NME N T

Only, the thing is obviously not as simple as the information gra-
phics of the advertising brochures. Only one in eight IT managers 
today has a clear idea of how their company could use the block-
chain, as a recent IDG survey shows.  Blockchain technology is a 
bit like teenage sex, says Vincent Doumeizel, VP at global auditing 
specialist Lloyd’s Register: “Everybody is talking about it, not many 
are doing it, and those that are, are doing it badly”. It seems that 
the blockchain is much harder to penetrate than other disruptive 
technologies such as AI, 3D printing, or robotics. The technological 
“growth pains” - such as the low speed, the high energy consump-
tion, or the protocol confusion currently still prevailing - are not the 
decisive reason for this. Rather, it is the fact that blockchain-based 
processes are very different from ideas that have shaped our systems 
and process networks for decades. 

CRY P TO CUR R E NCIE S A R E ONLY ONE FACE T 
OF T HE BLOCKCH A IN

So much dynamism makes you dizzy - and skeptical. Yet today 
hardly anyone doubts that the blockchain will be a powerful lever 
for profoundly changing systems and processes, making countless 
business models obsolete and making new ones possible. In par-
ticular, the fact that a blockchain replaces professional trust bro-
kers and ideally systematically excludes any manipulation of - not 
only financial - transactions and any concealment lets the fantasies 
flourish. Virtual currencies such as Bitcoin, Ethereum or Ripple, 
whose value is no longer guaranteed by a central bank, are only one 
facet of this automated trust: their fungibility and quantity are limi- 
ted, their use is problematic in many respects. This is why it is more 
important to focus on where real weights are being moved – in the 
financial and industrial transaction processes.

T ECHNOLOGY FOR T HE IOT AGE

And this is where it gets interesting because the blockchain pro- 
mises maximum protection in a highly networked, automated and 
digitized world. Processes and business models based on the In-
ternet of Things are often based on a large number of very small 
transactions and payment transactions. These can only be designed 
economically if, on the one hand, they are highly automated and, 
on the other hand, guarantee a high level of safety - at minimum 
cost. Blockchain technology is ideally suited for this - through de  
facto non-corruptible sophisticated cryptography, the distribution 
of copies of the “account book” over all participants connected to 
the blockchain, the inalterability of the documented transactions. 

THE 
TRANSFORMATION 
TURBO
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 1https://www.accenture.com/us-en/insight-banking-on-blockchain
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SOME TIME T HE Y ’L L BUIL D A B A NK A ND  
NOBODY W IL L COME

The potential of the blockchain to change established patterns in 
one fell swoop is, of course, dramatic in the industry in the indus-
try and in our daily lives. A few facts may help to understand this. 
By using the blockchain, the infrastructure costs in banking can 
be reduced by 30 percent. The global market volume of this ten-
year-old technology could grow  to over 20 billion dollars in just 
five years. IBM is investing about a quarter of a billion dollars in 
blockchain-based IoT solutions– and is working with Wal-Mart, for 
example, to use blockchain to track the origin of food and organize 
product recalls. In just two seconds, Wal-Mart can determine where 
bad food comes  from. An analogous application for the control of 
retrofits and recalls in the automotive industry is obvious. But the 
outlook is particularly striking in the financial sector: suddenly a 
complex global financial system can be imagined without central 
and commercial banks, without insurers, PayPal and credit card 
companies. You have children? Just don’t let them do an apprentice-
ship as a bank clerk ...   

DISRUP T 
T HE DISRUP TOR

However, the storm is not only affecting the banks by far. The Isra- 
eli software boutique Là Zooz Uber & Co, for example, is attacking 
head-on with its juicy fees by building a blockchain-based, decen-
tralized community platform. And the German start-up Slock.it 
uses the blockchain to develop a global, decentralized platform for 
intelligent locks. Almost incidentally, Slock.it talks about being able 
to fully automate the Airbnb apartments with its solution. Which 
raises the question of the viability of the Airbnb business model. 
Thanks to Blockchain, two of the world’s largest Unicorns could go 
under the wheels even before they have completed their own dis-
ruption work and collected their wages through a successful IPO. 
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THE MOST 
IMPORTANT 
SCENARIOS FOR THE 
SUPPLY CHAIN
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T R ACE A BIL IT Y OF P RODUC T S, P ROCE S SE S
A ND INFOR M ATION
The more complex our products and processes become and the 
higher the share of software in them, the more we depend on ab-
solutely forgery-proof and uninterrupted documentation. The low 
depth and global distribution of value creation require trust mech-
anisms that today can only be made possible with enormous effort 
- if at all. This problem is compounded by the increasing skepticism 
with which both end customers, auditing bodies and government 
authorities are looking at the economy. Here the blockchain can 
help to create lasting trust and to enable a secure, purely fact-based 
and in a positive sense amoral business basis. On a technical level,  
a standardized API can be used to ensure that the sending and rea-
ding of information follows a defined process. In this way, all part-
ners involved in the value-added process can be easily integrated 
and the supervisory authorities can be granted clearly defined data 
access - without the mountain of printed and digital documents 
that exists today.

A S SE T T R ACKING
Similar to the traceability example, asset tracking in the supply 
chain can also be reorganized using blockchain technology. For 
example, machines and systems can be connected directly to the 
blockchain. In this way, machine conditions can be recorded pre-
cisely and without human intervention, version statuses in the 
manufacturing process and product properties can be documented 
completely and in real time. At the same time, the software used in 
the production process can be effectively monitored and managed 
by Smart Contracts. All accesses are securely and completely recor- 
ded in a distributed ledger. Blockchain technology thus also pro-
vides central building blocks for the implementation of the Smart 
Factory concept - especially with regard to security, efficiency and 
autonomy.  

SM A R T CON T R AC T S
Perhaps the most promising application of the blockchain are Smart 
Contracts - software scripts that ultimately run automated if-then 
routines and allow actions to run automatically and not manipu- 
lable when certain parameters are received. The Smart Contract 
concept, already more than twenty years old, is gaining enormous 
importance with the security standards and documentation op-
tions of the blockchain. In the context of the supply chain, smart 
contracts - which control production events, routine transfers of 
ownership, payment transactions, or shipping notifications - can 
trigger a surge in rationalization and automation. In particular, the 
so-called “Ricardian Smart Contracts” can contain all contract and 
order-relevant data and thus ensure a high degree of procedural and 
legal transparency and security. Although many legal aspects of 
smart contracts have not yet been finally clarified, it can be assumed 
that national and international legislators will provide a clear legal 
basis in the coming years. 



P R E - DE FINE D CON T R AC T

A company that produces exhaust systems for various manufacturers wants to start a new production series and 
is looking for a suitable supplier to procure a special component. Once this has been found, a smart contract is 

concluded when the component is ordered.

DIS T RIBU T E D L E DGE R

E X ECU TION & VA LUE T R A NSFE R

SE T T L E ME N T

T RIGGE RING E V E N T S

This smart contract contains milestones that define the flow of the transaction. For example, delivery 
conditions (time, place, quantity, etc.), terms of payment (partial payments for delivery of X products, penalties 

for late delivery) or warranty claims (e.g. subsequent delivery in the event of poor quality) can be regulated.

01

02

03

04

05

The first 30 components were delivered and 
passed the quality test - the in-house ERP system 

sends this information to the Smart Contract.

The remaining 30 components are delivered within 
the deadline, but five components fail the quality 

test - the smart contract complains about the faulty 
components

The latter initiates the previously determined 
payment of more than 50 percent of the order value.

No payment is triggered - Instead, 
an appropriate subsequent delivery  

just in time requested. 
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P ROT EC TION OF IN T E L L EC T UA L CA PITA L 
A ND M A N AGE ME N T OF P ROP E R T Y RIGH T S
The more partners involved in product development worldwide, the 
more complex and confusing the legal situation and the determina-
tion of property rights become. This applies to both physical prod-
ucts and digital Smart Products & Services, whose origin and gene-
sis are harder to determine and prove. The use of new technologies, 
such as 3D printing, also increases the IP risks when products are 
produced worldwide according to predefined digital sketches. Smart 
contracts can clearly regulate not only the financial transaction and 
product specifications, but also the IP and ensure clear manufactu- 
rer identification. Digital fingerprints of virtual and physical pro-
ducts can be securely stored in the blockchain and access to this 
data, including changes and versions, can be clearly documented.

BE YOND T HE H Y P E
On Gartner’s famous hype curve, the blockchain is currently at a 
critical point - namely almost exactly at the dividing line between 
the “peak of inflationary expectations” and the “valley of disillu-
sionment”. This transition is known to be associated with an im-
plosion of expectations – and an incipient, intensive reality test. 
According to Gartner, it will take the blockchain five to ten years to 
develop a broad impact as a productive technology. Of course, even 
the blockchain will not turn the world upside down overnight and 
put established business models in a corner. And some have never 
reached the end of the valley – or are still on the road after ten years. 
But betting on this outcome is perhaps better left to the landlords 
of Latin America.

ROIDIALOGROIDIALOG

CONTRACT CONDITIONS BETWEEN 
THE PARTIES ARE STORED IN THE FORM 

OF A CODE.

CODE IS ENCRYPTED AND SENT TO 
OTHER COMPUTERS OVER A NETWORK 

OF DISTRIBUTED LEDGERS - VISIBLE 
TO EVERYONE.

PREDEFINED EVENTS SUCH AS AN EXPIRY 
DATE OR AN OVERRUN ARE ADDED TO THE 

CONTRACT ACCORDING TO THE 
“IF-THAN-THAT” LOGIC.

STORED CONTRACT REQUIREMENTS 
TRIGGER AN ACTION AS SOON AS THEY 

HAVE BEEN FULFILLED.   

AUTOMATIC BILLING AND 
PAYMENT PROCESS.



Mr. Kiel, the topic of blockchain was late-
ly discussed by a broad public, triggered by 
the Bitcoin hype. You have long been in-
volved in the reception of new technologies 
as part of a university project. How do you 
assess the current debate?

The discourse about “the blockchain” is cha- 
racterized on many levels by paradoxes and 
contradictions. Take the subject of crypto- 
currencies, for example, which promise greater 
security and transparency in payment trans-
actions on the one hand, but which still have 
a certain wickedness on the other. Interes- 
tingly, it is precisely this paradox that is driv-
ing the trend and its spread. It is therefore no 

wonder that this application of blockchain 
technology has received such public attention.
But we also experience similar effects with the 
blockchain technology itself: On the one hand, 
there is the promise of trust and transparency 
and, on the other, a lack of understanding of the 
technology itself. Because what “happens in the 
blockchain” usually remains a black box for the 
user. And yet - or precisely because of this - the 
confidence in this black box seems to be almost 
boundless. This can be seen critically, but I think 
it shows that today we are much further in dis-
course and in the use of technology than we 
were 20 years ago, in that we are prepared to ap-
proach new technologies and allow such para- 
doxes. One could throw in critically: It is only 

because there is so little trust in the world that 
there are the blockchain and smart contracts 
that secure this trust. But it seems to be the other 
way around, that nevertheless there seems to be 
a trust in technology. So in this respect, I would 
rather see the current discourse as a discourse 
of trust, although that sounds a little strange, 
because it is precisely the lack or the securing 
of trust that blockchain is concerned with.  

Another common narrative with regard to 
the blockchain is that of total disruption. 
Banks, insurance companies and industry 
– the blockchain revolution is being propa-
gated everywhere. What do you think?

12 13ROIDIALOGROIDIALOG

WEAK 
SIGNALS 
FROM THE MEAT 
COUNTER

ASSUMPTIONS ON THE RECEPTION 
OF BLOCKCHAIN TECHNOLOGY AND THE 
CONSEQUENCES FOR ADAPTATION.

Interview with Dr. Martin Kiel,  
Codecentric AG / the black frame

A B O U T  T H E  I N T E R V I E W E E
Dr. Martin Kiel has been visiting professor for communication the-
ory and verbal communication at the University of the Arts Berlin 
since 2015. His research focuses on strategy development and nar-
ration in cultural studies, digital transformation, investigative aes-
thetics and maker thinking. For codecentric AG he heads the Dort-
mund site and is director of the think tank the black frame. 
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I think such statements are exaggerated. For 
me the blockchain technology has nothing to 
do with Disruption, but is rather a logical fur-
ther development. The American economist 
Shoshana Zuboff already formulated a law on 
the influence of information technology in the 
1980s, which consists of three stages: Firstly. 
Everything that can be automated is automat-
ed. Secondly, anything that can be converted 
into information becomes information. And 
thirdly, it is finally monitored. Blockchain tech-
nology is, so to speak, an omnipotent redemp-
tion of this three-stage law. It is therefore not 
disruptive, but rather the logical step of digi-
tizing entities to make them comprehensible. 
A development that, incidentally, has been emer- 
ging for some time.  

How can you tell? 

Well, we come across the topic of provenance 
again and again in everyday life, whether this is 
the art of prey or the schnitzel at the meat coun-
ter. Questions such as “Where does my steak 
come from” or ”Were these jeans produced sus-
tainably” are, as the trend researcher would say, 

weak signals for the desire for transparency. Be-
cause as a consumer or as a contractual part-
ner I have the choice: I can either trust that a 
product has been fairly traded or that the right 
component has been installed in the right place, 
or I can demand proof of this. Compliance re- 
gulations or state regulations, such as the 
GDPR, already function according to the prin-
ciple of the duty of proof and are thus the pre-
cursors of a development in which transparency 
replaces trust to a certain extent. Right in the 
middle of this development, blockchain is now 
the first comprehensive solution that is no 
longer linked to proprietary systems to secure 
trust - and that is almost a postmodern pro- 
mise, that is, to tear down these boundaries 
that are no longer based on trust and propri-
etary knowledge, but on transparency and  
traceability. 

This naturally also opens up numerous appli-
cation possibilities for the industry with regard 
to compliance with quality and origin, for 
example through Smart SLAs in the sense of 
blockchain-based Smart Contracts - by solving 
the problem of trust and transparency beyond 

a permanent contractual review. We are just 
starting to think about new contracts between 
companies - that’s exciting, of course.

Smart contracts are one of the best-known 
varieties of blockchain technology. But 
here, too, there are countless possibilities 
for implementation. How should compa-
nies that have no experience with the tech-
nology proceed with the implementation 
of blockchain solutions?

In my opinion, the challenge lies less in the tech-
nical implementation than in the development 
of suitable scenarios for the use of blockchain 
within the framework of existing and new busi-
ness models and in their validation. Companies 
are often very technology-driven here. In such 
cases, it makes sense to take another step back 
and think thoroughly about the topics of one’s 
own business model and which technologies are 
actually useful here. This can also lead to the 
realization that a conventional database is cur-
rently better suited for use in the company. 

In principle, however, we try to find the first 

practical solutions in the form of Minimum 
Viable Products (MVPs) very quickly, namely 
within twelve days. This enables us to validate 
at an early stage whether the business model 
idea and the associated technical implemen-
tation are at all viable. Take the example of 
bicycle insurance, which we developed as a sce-
nario for a customer: With the help of a unique 
number printed on the frame, the bicycle should 
be registered and secured in the blockchain. 
This is not a technical problem. However, the 
procedure had considerable weaknesses when 
playing through with test users. For example, 
it was no longer possible to give away or rent 
a bike without making a formal handover, as 
it was firmly registered in the blockchain. This 
means that the persistence of artifacts meant 
that simple trust-based actions were no longer 
possible. The example shows how important 
it is to reach a testable prototype as quickly as 
possible, which makes it possible to check not 
only the technical aspects but also the social ac-
ceptance on the market.

The example also shows that blockchain 
is not yet completely transparent for 

companies and end users. After the hype 
at the beginning of the year, when several 
companies wanted to develop their own 
crypto currency, things now seem to be 
quieter around the topic. Was the first 
wave too early?

We should distinguish between two perspec-
tives here: Coming from a technology perspec-
tive, blockchain could also be regarded as a kind 
of database, i.e. an almost basic technology or 
IT solution. Blockchain gets this special nim-
bus only by the speculative elements, which are 
added by the almost pop cultural element of the 
crypto currencies. So on the one hand we have 
a controllable technology with which very con-
crete projects can already be implemented today 
and on the other hand, superseded by it, a pure 
object of speculation. That should be clearly 
separated in the discourse - but commonly it is 
usually thought together latently. 
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READY  
FOR  
DOWNLOAD Your Industry 4.0 

Infrastructure

Dealing with the services of blockchain is worthwhile for industrial companies if they 
concentrate on the right starting points. Six points to consider, explains Dr. Markus Jostock, 
Founder & Managing Director of ARXUM. 
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S U P P LY 
C H A IN
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3D - P R IN T IN G
/ A D DI T I V E 

M A N U FAC T U R IN G

IN DUS T RY 4 .0
/ S M A R T FAC T O RY

Verifiability of raw data, such as 
design, production parameters 
improve protection against 
forgery and quality assurance

Transaction processing 
via Blockchain P2P 
network and Smart 
Contracts

Complete and tam-
per-proof traceability 
from raw material ex-
traction to recycling 

Digitisation and automation 
of document declarations 
for the import and export of 
goods across national and 
organisational borders is 
made possible

Automated invoice 
processing and financial 
transaction

Simplified procedures for 
integrating services such 
as financing and transport 
insurance

Easier processing of 
machine-to-machine 
transactions

Optimized quality management 
through tamper-proof detection 
and traceability of parts and their 
conditions in the production 
process.

Inter-company, digital capacity 
management along the entire 
value chain by integrating 
external partners without 
central data management.
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AR XUM WA S FOUNDED BY A TE AM OF E XPERIENCED 
INDUS TRIAL ENGINEERS 
The company solves challenges in  the manufac tur ing industr y by 
connec ting manufac turers,  suppliers and customers in  a  block-
chain-based network .  Data can thus be transferred ef for tlessly 
between users and machines,  enabling customized produc tion at 
the pr ice of  mass produc tion. 

 https://www.arxum.com

CE R TA IN T Y 1:  The blockchain is  not  a  
footnote in the his tor y o f  technology

In many fields, the use of blockchain technology is still in its infan-
cy. However, due to the degree of maturity, they have achieved in the 
financial sector so far, one thing is already certain: the blockchain 
will remain. Especially in the management of supply chain and pro-
duction processes, it offers advantages that have to be implemented 
in other systems for a long time. Especially when hedging transac-
tions, two advantages ensure that the blockchain is attractive to 
the industry in the long term. Firstly, it prevents the falsification of 
information in IT systems; secondly, it creates a protected informa-
tion transparency at all stations of the value stream: for example, if 
a machine is connected to the blockchain in production, it can do- 
cument the exact numbers produced and other process parameters 
for each product in a forgery-proof manner. 

CE R TA IN T Y 2:  Smar t  Contr ac ts coordinate  
the process s teps in the supply chain

In this way, the machine can then communicate the completion of a 
component to the customer or the next station in the supply chain. 
Instead of connecting several different ERP / IT systems with each 
other under high time and cost expenditure, all participants only 
access one blockchain interface, which contains all externally rele-
vant order data. “Smart Contracts”, which work on the basis of pro-
tocols such as Ethereum, Æternity, EOS, NEO, Stellar or Iota, carry 
out many actions automatically. For example, they issue shipping 
orders to logistics service providers when a certain number of items 
is reached, so that the collection and delivery of the finished goods 
can be coordinated much more precisely and reliably. 

CE R TA IN T Y 3:  Autonomous objec ts carr y an  
indiv idual  l i fe  cyc le signature

Of course, Smart Contracts are not limited to machines, but could 
in future provide every physical object in the supply chain with a 
blockchain framework contract. It contains the most important 
information about the product and automates process steps at the 
same time. Goods are thus transformed into “Distributed Auton-
omous Objects” (DAO). By means of “function orders”, DAO can 
also require suppliers to continuously update information such as 
measured values, results from quality controls or the delivery status 
of the product. For this purpose, not the complete data, but only 
so-called “hash values”, simple “fingerprints” of the data are ex-
changed, which additionally increases security. If the manufacturer 
permits, not only suppliers and partners, but also end customers 
could use this signature to trace the complete “life cycle” of a pro- 
duct on a smartphone or computer.   

CE R TA IN T Y  4 :  The human inter face  
remains a r isk zone 

This transparency significantly improves control and compliance 
with quality standards, compliance guidelines and social gover- 
nance standards. As soon as companies link corresponding obli-
gations with forgery-proof blockchain technologies, they can no 
longer pay lip service. Audits of supplier conglomerates, for example 

to control quality and work standards, can thus also be carried out 
faster, more spontaneously and with clearer results - if one really 
wants to use this knowledge. However, blockchain technologies do 
not release people from any control and responsibility. Finally, you 
cannot distinguish whether the data entered is correct or manipu-
lated. All interfaces between the blockchain and the “real” world, 
where people decide on the collection and transmission of infor-
mation, thus remain risk zones for actual, complete transparency.  

CE R TA IN T Y 5:  Blockchain Or ac les  
validate information

At the same time, blockchain is equipping companies with a new 
arsenal of methods to detect manipulations in good time. Since 
blockchains themselves do not access information outside their 
chain, they require a separate instance to check whether the condi-
tions of the “smart contracts” are met as agreed. One such instance 
is “Blockchain Oracles”, which provide external information about 
the real world, such as payment transactions, price or weather 
changes in the blockchain. For example, if a certain value is reached 
for stock exchange raw material prices, the predefined algorithms in 
the smart contract can trigger price comparisons with suppliers. By 
using multiple sources of information, organizations try to achieve 
the best possible validity of the information.

CE R TA IN T Y 6:  Batch size 1 is  possible at 
mass produc t ion condit ions

Bicycles with the perfect frame height, tailor-made shirts or indi-
vidually designed watches: Blockchain technology opens up rea- 
listic options for the consumer goods industry to produce very indi-
vidual products at mass production costs. However, the prerequisite 
is a continuous digitization of all process steps from the collection 
of the first customer data to the delivery of the goods.



Mr. Müller, the International Data Corpo-
ration (IDC) recently wrote in its ITC in-
dustry forecasts for 2018 and beyond that 
that by 2021 at least 25 percent of Global 
2000 companies will use blockchain servic-
es on a large scale as a cornerstone of their 
digital trust strategy. Developments in the 
context of blockchain technology will have 
a major influence on the design and imple-
mentation of digital business processes and 
public processes. What makes the block-
chain so exciting for industry and business?  

The digitization of real-world goods is one of 
the most interesting things in using blockchain 
technology for businesses, as it forms the basis 
for the ever-growing demand for digital busi-
ness models around existing physical goods. I 
see two main drivers for this demand. One is 
the sharing economy trend, where things like 
cars, machines or tools are used by several users 
and the other is the industrial Internet or more 
specifically the ability to coordinate processes 
directly between the machines and products 
involved. The exciting question here is what 

happens if the machine itself could control the 
entire process? This is exactly the idea behind 
the digitization of goods. An important pre-
requisite for such digital communication is the 
direct participation of the machine in digital 
communication. With blockchain technology 
it is possible to provide a digital representation 
- I call this a “digital twin” - for a device like a 
machine. This digital twin enables the machine 
to participate in a digital transaction with a 
trusted identity that can then be used to coor-
dinate the activities required for a process. 

Another aspect concerns the way companies 
can create value in the future. Sales markets 
are changing with a previously unknown dyna-
mism and demand a high degree of flexibility 
from companies. In the future, hardly any com-
pany will be in a position to serve customers 
completely on its own, which means that joint 
value-added processes with constantly chang-
ing and in some cases new partners will gain in 
importance. That is why we need to rethink the 
way in which we work together. What we need 
today, however, is dynamic cooperation in flex-

ible partner networks in which companies in-
teract with each other at eye level. This requires 
a strong rethink in the way companies interact 
with partners, but it also requires new methods 
of reliable, fast and dynamic collaboration in 
partner ecosystems. In these areas, the block-
chain technology is an interesting alternative 
to today’s existing solutions and that makes it 
so exciting. 
 

The digitization of processes and transac-
tions between companies is playing an in-
creasingly important role in digitized busi-
ness models. Blockchain technology makes 
it possible to develop such systems. To what 
extent is this point relevant?

In the area of process cooperation between 
companies we find many similarities with the 
digitization of goods. The main driver in this 
area is the ability to coordinate cooperation 
processes more efficiently and more flexibly. 
From today’s perspective, these are completely 
contradictory goals. If you need more efficiency, 

you will probably start a cross-company sys-
tem integration project using EDI-based data 
exchange, for example. Such cross-company in-
tegration projects usually incur high costs and 
are accompanied by a rigid coupling between 
the partners, which is completely inflexible.

In order to integrate partners more dynamical-
ly, more and more platforms were created with 
which processes can be flexibly integrated in a 
partner ecosystem. From the point of view of 
process integration, this is a big step, but from 
the company’s point of view it adds an unprece-
dented dependence on third parties. 

In recent years, much has been invested in the 
digitization of processes. During this time, a 
mass of IoT hubs, platforms and cloud solu-
tions were created. But they all have a massive 
problem. A central platform for digitizing the 
company’s own processes makes the core busi-
ness dependent on third parties. This is a huge 
risk and the main reason why companies are 
reluctant to use such platforms. Blockchain 
solves this problem by allowing participants, 
as well as goods, to interact with each other 
by maintaining data sovereignty. Information 
is exchanged between partners as needed and 
initiated by the data owner. Companies do not 
have to rely on a central intermediary to pro-
vide data. Blockchain technology also makes it 

possible to develop systems in which trust and 
value can be exchanged between partners with-
out having to rely on a powerful central media-
tor, as is normally the case today. 

This is achieved through the use of smart con-
tracts that define the rules of cooperation, such 
as agreed service levels, delivery times or quality 
criteria. Smart contracts can then be used as a 
digital representation of a specific value chain 
to exchange data between participants and au-
tomatically check compliance with the defined 
rules. 
 

The topic of “enterprise-ready block-
chains” is currently being discussed in the 
media. What’s this all about?

When we launched Ethereum blockchain in 
2014, we wanted to make it available to compa-
nies. It soon turned out that it didn’t work that 
way. As beautiful as the idea of this architecture 
is, it provides so many problems for use in the 
company, it is only conditionally ready for oper-
ation. This starts with simple technical things. 
In the Public Blockchain you see everything, it’s 
not really an anonymous system. Every mem-
ber of the chain can look into a transaction. In 
the corporate environment this is an absolute 
“no go” and unacceptable. But who is the data 

processing unit in a decentralized system? A 
company that offers a blockchain solution for 
its customers must also be able to legally secure 
this, which is why a public blockchain is not re-
ally usable for companies today. Data privacy 
and compliance with data privacy standards 
are gaining massively in importance within the 
scope of the basic data protection regulation.
 
We have learned from this and have initiated 
the decentralized corporate network “evan.net-
work”. In principle, this is an open ecosystem 
that offers companies in almost every industry 
the opportunity to create individual digital 
business models based on blockchain technol-
ogy.  The big advantage here is that companies 
can map their processes very quickly. It is not 
necessary for companies to work at the block-
chain transaction level, they can functionally 
use the service templates and the entire infra-
structure to implement their business logic on 
a blockchain basis. This is the functional side 
behind the network. This gives us an operating 
platform and a service layer that allows a com-
pany-specific implementation very quickly. For 
us, this is the “enterprise ready” blockchain and 
can be used for any B2B business.

A B O U T  T H E  I N T E R V I E W E E
Thomas Müller (41) Co-Founder and CEO of EVAN. He is an expert 

in process optimization and strategic business development. After stu- 

dying computer science and business administration, he gained extensive 

experience in an international technology consulting firm. As a member 

of the management of a medium-sized IT service provider, he was re-

sponsible for the development of new business areas for a further eight 

years. Since 2017, he has been working on efficient cooperation between 

companies using blockchain technology as part of the start-up EVAN.

EVAN is the initiator of the decentralized corporate network evan.net-

work. evan.network is the first consortium cross-industry blockchain 

and offers companies from almost all areas the possibility to build digital 

business models based on the blockchain technology. It paves the way 

for future-oriented business models in which the protection of one’s own 

data sovereignty and flexible cooperation with partners are decisive fac-

tors for success.
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A mid-s i zed company rent s  out  con st r uct ion machiner y  and conve yor  s ystem s .  T he  company i s 
reg ional ly  pos it ioned and p lan s  to  dig it i ze  the  ent ire  handling of  the  equipment  rental .  

By  u s ing the  b lockchain technolog y,  the  rental  process  i s  to  be  automated and tamper-proof . 
At  the  same t ime ,  the  foundat ion s tone  i s  to  be  la id  for  f ur ther  dig ita l  ser v ice s  in  order  to  be 

able  to  ser ve  cu stomer s  more  indiv idual ly  and ,  above  a l l ,  more  quick ly  in  the  f ut ure . 

WHEN THE 
EXCAVATOR LENDS 
ITSELF 

a blockchain use case

CH A L L E NGE: 
M A NUA L COS T DRI V E RS &  
LOCA L L IMITATION

The rental of construction machinery consists of a vast number of 
individual process steps, most of which are still carried out manu-
ally or with paper support today and thus represent significant cost 
drivers. This includes, for example:  

  The customer’s request and the comparison with the available devices.

  The Inspection of the machine by a service technician and documen-
tation of its condition. 

  Hiring a logistics company to transport the rented machine to the 
customer.

  Issuing insurance benefits  etc.

In addition, letting services are always regional, while construction 
companies usually operate on a supra-regional basis. If a customer 
wants a service in another region, he must look for a new partner 
ecosystem for each construction site. However, centrally managed 
rental platforms are at the expense of local landlords, as valuable 
customer relationships are lost here.

GOA L: 
AU TOM ATION & COOP E R ATION

Against this background, the use of blockchain technology offers 
concrete starting points for increasing efficiency in the rental pro-
cess. This includes: 

AUTOMATION OF ORDERS FROM CUSTOMER ENQUIRY
TO INVOICING OF SERVICES
If a machine is logged off at the construction site, the logistics part-
ner can be automatically commissioned digitally and simultane-
ously receives the required location data. In addition, the transfer 
of risk from the customer to the rental partner takes place upon 
deregistration of the device. Payment can also be triggered auto-
matically. Manual typing of delivery notes and transport orders is 
also no longer necessary.   

TAMPER-PROOF AND TRUSTWORTHY DATA STORAGE
For handling the transfer of risk, i.e. the time at which the economic 
ownership and thus responsibility for possible damages passes to 
the contractual partner, all relevant information such as the condi-
tion data of the machines and the time of handover is stored trans-
parently and forgery-proof in the blockchain. 

PLATFORM-BASED COOPERATION MODELS FOR
THE MUTUAL PLACEMENT OF ORDERS 
If a customer cannot be served by his service provider due to capac-
ity bottlenecks, he has the possibility of requesting free capacities 
from other rental companies via a platform. Their capacity data is 
stored decentralized in the blockchain and automatically compared 
with the requests. Since no central authority exists to manage data 
and customer relationships, regional providers can interconnect at 
eye level and flexibly place orders with each other.

SOLU TION: 
SE L F - CON T ROL T HROUGH SM A R T 
CON T R AC T S 

To implement these process optimizations, Smart Contracts can be 
used in which all contract conditions relevant for automated rental 
processing, such as the equipment to be rented, the rental period 
and the agreed use, are stored. This enables various usage scenarios: 

  The logistics partner can confirm receipt of the machine with a smart-
phone app. The registration and deregistration of the devices on the con-
struction site is also carried out in this way. 

  From the planning system, a specific machine can be selected for rental 
and ordered digitally. The machine or its digital twin in the blockchain 
controls all further process steps independently. 

  Other ecosystem partners, such as landlords in other regions, can also 
be invited to the smart contract. This serves as a link between all par-
ticipants and contains the relevant data in an unchangeable form and 
independently triggers processes, such as payment or delivery of status 
information to dispatchers.  

R E SULT: 
B A SIS FOR NE W BUSINE S S MODE L S 

The prerequisite for using a Smart Contract in the sense of a digi-
tal twin is the automatic provision of all information necessary for 
processing the rental process. For this reason, all existing process 
steps in the present project first had to be mapped completely digi- 
tally. The transparency and automation created by this alone, for 
example in order processing, already ensured a significant increase 
in efficiency and made it possible to process letting to the customer 
in a more professional manner. At the same time, by integrating the 
processes into the decentralized corporate network “evan.network”, 
an open ecosystem was provided, which serves as a basis for the in-
tegration of further letting partners and the realization of new or 
expanded business models. The following further business model 
innovations can already be implemented today with the existing 
blockchain infrastructure: 

  Generation of new sources of revenue away from the sale and rental of 
equipment, in the form of supplementary services, such as qualified ma-
chine operators, insurance and much more. The more partners need to 
be coordinated in the context of such additional service offers, the better 
the use of the blockchain.   

  A direct connection of the machine to the blockchain within the scope 
of Smart Contracts for the control of access and type of use as well as 
their billing directly by the machine itself or its digital twin. 

 Digital access to videos and instructions for operating and securing 
the machine via the digital twin of the construction machine during the 
rented period. 
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As an expert in R&D, Manufacturing and Industry 4.0, ROI helps industrial 

companies worldwide optimise their products, technologies and produc-

tion networks as well as harness the power of digitization for more efficient 

processes and smart products. Operational excellence and quantitative, 

sustainable results are the goals by which ROI wants to be measured. ROI 

has won numerous major awards, such as the ‘Best Consultant’ award by 

‘brand eins’ and the ‘Best of Consulting’ by ‘WirtschaftsWoche’ and earned 

top rankings in the study ‘Hidden champions of the consulting market’ of 
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In order to make the multi-faceted topic of Industry 4.0 tangible and effec-

tively usable in corporate practice, ROI runs an Industry 4.0 learning fac-

tory in which the technological foundations and principles of digitization 

are combined with the lean production approach and conveyed in a prac-

tical way. As initiator and co-organizer of the Industry 4.0 Awards, which 

were first presented in 2013, and 2017 in China, ROI actively promotes the 

development of technological innovation in Germany. Established in Mu-
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